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1. Prerequisites

> To use BioEnable RD Service, you must have Nitgen eNBioScan C1

Scanner to capture the fingerprint.

eNBioScan-C1

FBI-PIY, STQC Certified
Supeﬂor Matching Engine

> To buy this product go to below link:
e https://www.amazon.in/dp/BOIN1QHT7V

2. Supported Operating System

> To use BioEnable RD service supported Operating Systems are:
e Windows 7,8,10 or higher



https://www.amazon.in/dp/B01N1QHT7V
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3. Download link for BioEnable RD Service.

> Download the BioEnable RD Service from below link

https://drive.google.com/drive/folders/0B5Y6UedCXJ RUEQ2NzREd1ZrLTg

> When Downloading is complete you will get zip folder of “BioEnable RD
ServiceSetup” save this folder where you want to save it.
> After that right click on that folder and click on “Extract All...” , then folder

will be extracted

Open

Extract All...

" Edit with Motepad++

Open with...

Share with

Restore previous versions
Send to

Cut
Copy
Paste

Create shortcut
Delete

Rename

Properties



https://drive.google.com/drive/folders/0B5Y6UedCXJ_RUEQ2NzREd1ZrLTg
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4. BioEnable RD Service Installation

> Go to Extracted Folder and run Setup.exe as “Run as Administrator”

Mame Date modified Type Size

| LY setup Application 418 KB
Open =

ﬁ! Setupl Windows Installer ... 82,084 KB

'@' Run as administrator

Troubleshoot compatibility
& Edit with Notepad++

Share with 3

Restore previous versions
Send to 3

Cut

Copy

Paste

Create shortcut
Delete

Rename

Properties

> Click on “Next”

#2] BicEnableRDService

Select Installation Folder

The inztaller will inzstall BioE nableR DS ervice ta the following folder.

To inztall in thiz falder, click "Mext'. To install bo a different folder, enter it below or click 'Browse'".

Folder:
IC:\BiDEnabIeHDSewice\ [ Browse. .. ]

[ Disk Cost... J

Install Bio Enable RD Service for yourself, or for anyone who uses this computer:

@) Eweryone

0 Just me g




Bi0oENABLE

Identify - Automate - Track

> After Installation Complete window please check “Launch DotNet
framework 4.5”, It will automatically install the framework.

#2l BicEnableRDService =k
Installation Complete (v

b e

=

BiocEnableRDService has been successfully installed.

Click "Close'" to exit.

Launch DotM et framework. 4.5

Fleaze uze "windows Update to check for any critical updates to the .MET Framework.,

~ N
Extracting files &

Preparing: C:%3390c719919ch452273f98e0netfx_Core.mzz

Click on “Install”

JMET Framework 4.5.2 Setup
Please accept the license terms to continue.

MICROSOFT SOFTWARE SUPPLEMENTAL LTICENSE TERMS

-NET FREAMEWORK AND ASSOCTATED LANGUAGE PACKS FOR
MICROSOFT WINDOWS OPERATING SYSTEM

Microsoft Corporation (or based on where you live, one of its
affiliates) licenses this supplement to you. If you are licensed to use
Microsoft Windows operating system software (the "software™), you
may use this supplement. You may not use it if you do not have a -

I I have read and accept the license terms.l

Download size estimate: 0 MB

Download time estimates: Dial-Up: O minutes
Broadband: 0 minutes

I.E Install
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Installation Is Complete

.MET Framework 4.5.2 has besn installed.

Check for more recent versions on Windows Update.

> After Installation,Restart the computer.
> After installation of RD Service, it can be found under Services form
“Control Panel\All Control Panel ltems\Administrative Tools\Services”.

* Services (Local)
BioEnableRDService MName . Description  Status Startup Type  LogOnAs  *
Started  Automatic Local Syste..
Stop the service
Restart the service
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> After starting the"BioEnableRDService” Check below files in
“C:\BioEnableRDService”
e bio_device.txt (Size 2KB)

e RSN

'@Ov Computer » Local Disk (C:) » BioEnableRDService »

Organize » E Open = Print Mew folder

< Favorites Marme Date modified Type Size

[} Desktop M drivers Q/25/2017 3:22 PM File folder
4 Downloads 4 Logs 10/27/201712:32 ... File folder
"2l Recent Places 1 Test-RD-Service 9/25/2017 3:22 PM  File folder

| 333.cor 10/27/2017 9:48 AM  CSR File 2KB

= Libraries 0 App 9/16/2017 5:57 PM XML Cenfiguratio.., 3 KB

@ Documents annid cnf on2o017 .90 D CLIEEile 1KE

J\ Music I|—|_, bic_device.txt 10/27/2017 9:48 AM  Text Docurmnent 2 KB
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5. Management Server Connectivity Test

> |t is necessary that RD service installed in client machine must interact with
BioEnable’s Management Server.

> For that, client machine must access the domain
https://certificates1.bioenabletech.com

& (DR htps//certificates] bioenabletech.com/loginphp v | € iio\:"eur:h |

Username: ‘ | ‘

Password:

Remember me



https://certificates1.bioenabletech.com/

Bi0oENABLE

Identify - Automate - Track

6. RD Service Test Application
> To test the RD Service Application, please go to,

“C:\BioEnableRDService\Test-RD-Service” folder and Run
“test-rd-service.html” on Browser.

T T W T— . —
I Computer » Local Disk (C:) » BioEnableRDService » Test-RD-Service rI

——

@ Open ~ New folder

Mame Date modified Type Size
s 9/25/2017 3:22 PM File folder
ads I| |&] test-rd-service | Doc... B KB
Naces __ OP_'E“_
[&f  Edit with Notepad++
Open with r K@ Firefox
Restore previous versions Google Chrome
e HTTP:
https://certificates1.bioenabletech.com/demol/test-rd-service_h
ttp.html
e HTTPS:
https://certificates1.bioenabletech.com/demol/test-rd-service_h
ttps.html
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https://certificates1.bioenabletech.com/demo/test-rd-service_http.html
https://certificates1.bioenabletech.com/demo/test-rd-service_http.html
https://certificates1.bioenabletech.com/demo/test-rd-service_http.html
https://certificates1.bioenabletech.com/demo/test-rd-service_https.html
https://certificates1.bioenabletech.com/demo/test-rd-service_https.html
https://certificates1.bioenabletech.com/demo/test-rd-service_https.html
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> User can get Device Information which is connected to its system by
clicking on "Get Scanner info”.

|| Get Scanner Info Capture

PIDDATA

\<Devicelnfo dpld="BIOEMNAEBLE NITGEN" rdsld="BIOENABLE WWIN. 001" rdsVver="1.0.0"

l dc="E3BOC442-95FC-3c14-9afb-F4C8996FB924" mi="BIOENABLE-BETPW"
|mc="MIIEdDCCA1 ygAwlBAgIDCCOIMADGCSqGSIb3DAQEBCWUAMIGIMROWGWY DVQQDEXR
|QemFKZWNYWIEHTBWRYIEJoY XRpY TEUMBIGATUECBMLTWFoYXJhc ZhOcmEXEZARBgNYVBA
|sTCk1hbmFnZW1lbnQx LzAtBgNYVBAOT JKJpb2VuYWJsZSBUZWNobmSsb2dpZXMgUHJpdmF
l 0ZSBMaW1pdGVEMQswWwC QY DVOQAGEWJITiAeFWIxNZEXMDMwWNZMONDdaFwixMNzEYMDEwW
[NZMONDdaMIGNMQswCQY DVQQGEWJJTJEUMBIGATUECBMLTWFoYXJhcZhOcmEXDTALB

l gNVBACTBGFIY 2QxLzAIBgNVBAOTJKJpb2VUY WIS ZSBUZWNobmYsb2dpZ X MgUHJpdmFDZS
| BMaw1 pdGWVKMRMwWEQY DVQQLEwpNY WShZ2VIZWSIMRMWEQY DV QQDEWpEZ X ZpY 2D
[ZXJOMIBIJANBgKghkiGOWOBAQEFAADCAQEAMIIBCOKCAQEAPXKX+XZ]ZR08sZr+M30JviGelx
|/95UEJT GKkleffmbo/2 UQAGMBETEqQUBggDCc++eZUU48MIHBQXLWVALTgnBgXRGjMKkoh3IsDV e 3/F
iYIRS'ZvEE}{ﬁ KQdPoCwLDhtsTy+HPc7opuLP2graczD/zfeLilesDpEWTBgplZpScrmm7tGISY e Yk
[kvoESVGhES0scc Tidb/OX HLKIxwn6sNeWV X GIRGFgxKFhTICCIN/LONIGFO7od 1Yo rshgl+Y\igix

[
[BsWoglaGMNwMOLggLROSRxAY 3xPFa24au+ TAhBABPG1U2J6ISKKQU3IS4AVESSeXyjLIgB1MG

Response - pop2/ZRebr2hkn1zNQKzwlDAQABo4HMMIHCMIGEBgNVHSMEghlwga+AFAwaGesoTIBZ)/s1/7
[ZV T XS1e3JoYGOpIGLMIGIMROwWGWY DVQQDEXRQcmFKZWNVWIET DWFYIEJOYXRpYTEUM
iElIGA1 UECBMLTWFoYXJhc2hOcmEXEZARBgNVBAST Ck1hbmFnZW1lbnQxLzAtBgNWBACOT Jk
[Jpb2NVUYWIsZSBUZWNobm9sb2dpZXMgUHJpdmFOZSBMaW 1 pdGVKMQswCQYDVQQGEW]

JTolGAVYIojpIMBOGA1 UdDgQWBBTeCN9zECelSyWzY 1 XMY EVZznpJKzjANBgkghkiGowilBACGS

i FAAOCAQEATYbUIZWWDG4ANTSeQzKY nTxbG8I0CChdyviHadmZjSmhHJOF O8IZM P WOWO6

| EWBWFCcPIPKOe/cPOXITzvpaviWwOogQeNn/gTNE+KbsYpw\uZSyaF6354JYZBh02QelOExTo

|Pif2g pjizFOrwkKiWHNMNJ+om/EHMHKs XNEEFIwWI39gR 1YglPdra+BSuSGg4jlWwaQuUzBwFHMY I pdv

KWmnuYigsbwJwaGzNDN1ZZ7o0K165Uz1 DPdpUS1 TqHAS+nF39iBkeiPTOGFGhZ2ZWStW23r

| OvpdMMWY 1+JwRBV2HBSV26WSPOpm/bnulU+mQgOm30nwtEKHbgWuewDgv SNedwwXR

iyw==":=e: additional_info=<Param name="smo" value="35800HBP240"/==/additional_info>

|=iDevicelnfo=

11
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> By calling capture function of RD service, user can capture biometric

data.

PIDDATA

Get Scanner Info Capture

Success

Response

|«PidData>

<Resp errCode="0" erinfo="3uccess" fCount="1" fType="0" nmPoints="458" qScore="83"/=

=Devicelnfo rdsid="BIOENABLE WIN_001" rdsVer="1.0.0" dpld="BIOEMNABLE NITGEN"
|dc="E2B0OC442-98FC-3c14-0afb-FACE996FBS24" mi="BIOENABLE-BETEWV"
! me="MIIEdDCCATygAWIBAgIDCCOIMADIGCSqGSIb3DQEBCWUAMIGIMRIWGWYDVQQDE
|XRQCcMFKZWVWIEH bWFYIEJoYXRpYTEUMBIGA1UECBMLTWFoYXJhc2hOcmEXEZARBgN
[WBAsTCK1hbmFnZ W1 1bnQxLzAtBgNVBAC T kJpb2VuYWIsZSBUZVWNobm9sb2dpZXigUH
| JpdmFOZSEBMaW1pd VKM QswCOYDVQQGEwWJJTiAe PwixNzEXMDMwNZIMONDdaFwixM
|ZEyMDEWNzMONDdaMIGNMQswC QY DVQQGEWJJTIEUMBIGATUECBMLTWFoYXJhc2ho
|[cMEXDTALBgNYBACTEGFIY 2QxLzAIBgNVBACT JKJpb2WVUYWIsZSBUZWNobmOsb2d pZ X
: gUHJpdmFOZSBMaw 1 pd GVKMRMwWEQY DVQQLEWpNYWShZ2VIZWSOMRMWEQY DVQQ
|DEWpEZXZpY2vDZXJOMIIBIANBgkghkiGIWOBAQEFAACCAQSAMIIBCgKCAQEAPXX+XZ]
|ZRO8SZr+M90JvtZe Ux/95uEST Gkkleffmba/2UQAGMSTEqQOBggDC ++eZUU4BMIHBQXLV4LTY
|NBgXRGjMKkoh3IsDWe3/FYIR9ZVIEXS5KQdPoCwL Dhts Ty +HPc Topul P2qraczDizfEL tUeS DpE

'5‘-."'."TElqplZpBErmm?tGlSY{:YKKVD ESNVGhES0sce Tidb/OX 4L KixwnesNeV X GRGRgxKFhTICCIMNS

[ LDNrGFD?Od 1Y corshgl+YWigXBsWaqlaGMMNwiOLgqLRESRxAYy 3xPFg24au+TAhRBABPG1UZ
JEISKI(C! U3sS4vEsSeXyjLigB 1M GFPOp2/ZRebrZhkKn1zNQkzwlDACQABo4AHIMIHCMIGEBgNYVH
! SMEgblwga+AFAWaGesoTIBZj/s1/7 25V e XSe3JoY GO plGLMIGIMROwGWY DVOQQDEXRQC

! mFKZWWwWIETTDBWERYIEJoY XRpY TEUMBIGATUECBMLTWEFOY XJhc2ZhOc mEXxEzARBgNYBAS
iTC kK1hbmFnZW1ibnQxLzAtBgNVBAOT JKJpb2VUYWIsZSBUZWMobm9sb2dpZxMgUHJpdm
|[FOZSEMaw 1 pdGVKMQswC QY DVQQAGEWJJTolGANVY IojpIMBOGATUdDgQWBB TeCN9z5Ccl

| SYyWEY 1XMY ETznpJKzjANBgkghKIGOSwWiIBAQSFAAOCAQEATYDUSZWWDG4ANTSeQzkKY nTxb

l | GBIOCOhJyviHadmjZomhHJOFO8IZM W OwWOEeEWBWFRFCPIPKOe/c POXSTzvpaViWwoOgQcN

[ anTN E+KbsYpavuZSyaFe3S40Y ZBh02QelCExToPif2gpjizFOnayKIVVHMNMNJ +omyEHMHEKSX

I MNEEFIwl32gR1YqIPdra+B5SuSGag4jlWwWQUzBwFHMY IpdvkdWmnuYlgsbw woGzNDN1ZZ 70K

IS I71NPEAn] IR TaHAR enFRGIRaei DTS Froh 720Nt 2 Armiurncdd kA RNAR 1+ wB RV H Bewre =N

> Above “Success” tab shows that Fingerprint Captured Successfully.

12
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7.Proxy in Network (if proxy is required to connect internet)

> Please note, if you are using Proxy in your network then you need to do some

changes. Please click below for proxy network.

BioEnable Proxy Settings

8. HTTPS Enable Settings:

> For HTTPS, please do settings as given below:
e Go to the C:\BioEnableRDService and run HTTPS-Enabler as “Run as

Administrator” as shown below

o= | el bl e
[== HTTPS-Enabler
o

%] IKVM. Open)DK.C e

%] IKVM.OpenIDK. 51@' Run as administrator
I:I TKVM.OpenIDK.Te Troubleshoot compatibility
il |

) IKVM.Open)DK.Ut [of  Edit with Notepad++
%] TKVM. Open) DICXN Pin to Taskbar

[ TEWM. G’FI‘EHJD‘KK"‘ Pin to Start Menu
|5 VM. OoenlDE. XN Restore previous versions

e Click on “Enable HTTPS

HTTPS Enabler (S5L Cert Register) =

IP Address
Port 11100
App D Scccc958-8629-

451-bdd3-
465717787efd

I Enable HTTPS I

I ..

13
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i) For Google Chrome:

e Open chrome://flags/#allow-insecure-localhost in google chrome then

click on Enable

/8 chromeirmagsizatiow-n x L - T

e | & Chrome | chrome://flags/#allow-insecure-localhost

Allow invalid certificates for resources loaded from localhost. |

Allows i P | s P e TTEC aram whan am invalid cerdif
Allows requests to localhost over HTTPS even when an fnvalid certif

App Banners Mac, Windows, Linux, Chrome 05

E:'a::---f the display of Frogressive Web App banners, which prompt a user to add a web app to their shelf, or other piatf
| Default v |

Experimental app banners Miac, Windows, Uirux, Chrome OS5, Android

Enables a new experimental app banner f and UI #enable-experimental-app-banmers

' Default v |

Bypm userengagemmtchecks hac, W

e Then Click on Relaunch Now

Your changes will take effect the next time you relaunch Google Chrome.

14
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ii) For Internet Explorer:

e Please do changes as suggested below:

) T | T 3 il u
it Opfions il Security Settings - Trusted Sites Zone ﬁ Security Settings - Trusted Sites Zone ﬂ
- e = —
General | Security | privacy | Content | Connections | Programs | Advanoed| Settings Settings
Select a zone to view or change security settings . Enable NET Framenorsely = © Diable '
: () Disable @ Enable
e ﬁ V{ ® @ Enable | Submit non-encrypted form datz
) . | Miscellaneus () Disable
Internet  Local infranet| Trusted sites | Restricted . Ly @ Enable
sites 5] 4
(7 Digahls ©) Prompt
Trusted sites - o
) ) @ Enable | | Use Pop-up Blodker
Thiz zone contains websites that you Bl
trust not to damage your computer or (@) Prompt [ () Disable
your fles, || Allow dragging of cantent between domains inta separate wi @ Fnahle
You have websites in this zone. O Dicable 0 Use SmarBaeen Fits
Security level for this zone @ Enable @ Disable @
| Alow dragging of content between domains into the same wi () Enable @
Custom (") Disable || Userdata persistence
C#ﬁT sefhinﬁg& s gl BYenabe] () Disable
- Ta change the settings, dick Custom level, .
-Touse the recommendéd settings, dick Default level, L ﬂow MEJI-A REFRESH = %I HEH:ME i " "
Nicahla aheitar in lace nrivilanad wah ramtant snns Fam Revinsts in
< 1N | b | I | b Il
[7] Enable Protected Mode (requires restarting Internet Explorer) *Takes effect after you restart your computer *Takes effect after you restart your computer
I [ Gustmnlevclis III Bsfaition ] Reset custom settings Reset custom settings
[ Resetal zones to defauitlevel | Resetto: | ecium (defaul) | | Reset. | Resett0: | iedum (defaul) v | Rest. |
E l OK 1 ’ Cancel ] Cb
Cancel Apply

15
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& https://certificates].bioenabletech.com/demostest-rd-service_https.html -@c ! Search... D~ |
| & c\BicEnableRDService\Test-R... | & certificatesl biosnablstech... > | | - Prin: " >
File 3
Bioenable Technologies PID EKYC RDTEST Zoom (100%) »
Safeby -
Add site to Start meru
Internet Options [ ® = | s : = -
lwser is asking for enable script or not. If yes then enable it. View downloads Ctrl|
| el |I5ec|_|r|ty || Privacy | Content | Connections. | Programs. | Aduancedl [ake time, so wait after click the button "Click To Capture" Marageadd-ons
F12 Developer lools
Select a zone to view or change security settings. Gty pine=de=itie
O g EJ ® Compatbility View s=ttings
=4
b Report website problems
Internet Local intranet || Trusted sites Re:‘_tgcsbed Get Scanner Info Capture I TR ORIETE I
About Trterret Feplorer

e
Vf This zone contains websites that you Trusted sites g

trust not to damage your computer or

your files, 5
Yert v etiiles W s aonie: fou can add and remowve websites from this zone. All websites in
Security level for this zone L this zone will use the zone's security settings.
G
A DO Add this website to the zone:
Custom settings.

-To change the settings, dick Custom level, https://certificatesl.bioenabletech.com I Add I

- To use the recommended settings, dick Default level.

Websites:
https:ff127.0.0.1 Remove |
[ Enable Protected Mode (requires restarting Intermet Explorer) https: {fcertificates 1. bioenabletech. com
| customlevel... | [ Defaultievel | https://localhost
[ Reset all zones to default level ]
Require server verification (https:) for all sites in this zone
7
ok J[ cameal ][ aeov
' ; T — RS
Inlcirel Oplivie M
| Garacw I Sarrity I Srhemey | Conlent IC.:-:rurth | Pregrama IJ'-ﬂ'rlﬂﬂl:'I
Sakirgx

S PR T e T P [ SN D (| P ey
o _Crahis =~ 50 UTTE 0 rt
Uinclveck thas Dox
Erahie Srect B3P s e ®
Senmgd O bk THmecke reqoeete ko ebee a0 oded in Srbereadi T

k this boxes

Camm Al b reestoaie sdrees mionsech ™
L Viom if chargng bebecm meor e ans mod soor © moce
wasar i PORT subee gl e iedeeCizsd oo 5 mee thar dess o

i | o ] "

"Ta<ac aHwci aHer Fou racter powr comouier
| Farmo's mdvwrond pasi=ge

Mozl Joz ezl s ez Sz Ui e
Mazaks ik Braber s sl W b doted, Eansk . ]
L

o should oty wae bhis F yoor brosamr s inar onusable rate.

=~ | T | =
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Enter https://localhost:11100/rd/info you will get following window,

r& Insecure Connection x
& (@ https://localhost:11100/rd/info 7 | & || search e + & &%

Your connection is not secure

N

The owner of localhost has configured their web site improperly. To protect your information from being stolen,
Firefox has not connected to this web site.

Learn more...

+ | Report errors like this to help Mozilla identify and block malicious sites ‘

Click on Advanced

/&, Insecure Connection x

& () nttpsi//localhost11100/rdfinfo 7 | € || Q Search B & & & =

% Your connection is not secure

The owner of localhost has configured their web site improperly. To protect your information from being stolen,
Firefox has not connected to this web site.

Learn more...

+ | Report errors like this to help Mozilla identify and block malicious sites

m

localhost11100 uses an invalid security certificate.
The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.

An additional root certificate may need to be imported.

Error code: SEC_ERROR_UNKNOWN_ISSUER

17
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Add Security Exception I ™ M

You are about to override how Firefox identifies this site,

‘,r__!_\g Legitimate banks, stores, and other public sites will not ask you to do this.

Server

100 Inttps://localhost:11100/ rd/info Get Certificate
Certificate Status

This site attempts to identify itself with invalid infermation. A

Unknown Identity

The certificate is not trusted because it hasn't been venfied as issued by a trusted authority using
a secure signature.

Permanently store this exception

[Qonfirm SEcurityExcepti:}n] [ Cancel I

[ 4 , , ‘ v v Y !
JJ localhost:11100/rd/info 4 \k+ -

() ) https://localhost:11100/rd/info c

This XML file does not appear to have any style information associated with it. The document tree is shown below.

—<Devicelnfo dpld="BIOENABLE NITGEN" rdsId="BIOENABLE WIN 001" rdsVer="1.0.0" de="" mi="" mc="">
—<additional_info>
<Param name="srno" value=""/>
</additional info>
</Devicelnfo>

18
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9. Technical Support:
For any query please contact us on : 020-66813721

or drop mail on: support@bioenabletech.com

A1 B1OENABLE

ldentify - Automate - Track
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